10/22/2021

Cybersecurity / Securing Your Work Environment
Tim Cunningham & Kyle Ackerman

©

WHAT IS RANSOMWARE?

Ransomware is a type of malware that [ ——
denies access to your system and

personal information, and demands a o
payment (ransom) to get your access
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Exfiltrating data from victim networks
and leaking it if companies refuse to
comply, criminal actors might be able
revitalize their financial returns.
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Colonial Pipeline

On May 7, 2021, Colonial Pipeline issued a statement that,
due to a cyber-attack, they had partially shut down
operations of their pipeline that supplies almost 50% of
gasoline to the eastern United States.
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COLONIAL PIPELINE

During the attack, over 100GB in corporate data was stolen
in just two hours.

The initial attack vector isn't known, but it may have been an
old, unpatched vulnerability in a system.

On May 13, Bloomberg reported that the company paid a
ransom demand of close to $5 million in return for a
decryption key.
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JBS MEAT SUPPLIER

The JBS campaign began with a reconnaissance phase in
February 2021, followed by data exfiltration from March 1,
2021, to May 29, 2021, and finally, the threat actors
encrypted their environment on June 1st. This is the first
time that data exfiltration, for this attack, has been identified.

The U.S Government confirmed on June 3, 2021, that the
REvil / Sodinokibigroup was responsible for the attack.

Research di leaked i ing to
employees in JBSAustralia from early March 2021. Such
credentials appeared right before data exfiltration began.

JBS USA Holdings Inc. paid an $11 million ransom to
cybercriminals
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CHANGES FOR CYBER INSURERS

U.S. Cyber Insurers Face Changing
Landscape; Top 20 Cyber Insurers

* “Claims are growing exponentially, which will be an
issue if prices cannot keep up with rising frequency”

“greater clarity in their insurance contracts to set
ions for and their

clients.”

Before the pandemic, cyber insurance rates were
increasing by 4% to 5%. Policyholders can expect 20%
to 50% rate increases for cyber coverage throughout
2021.
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INSURANCE RECOMMENDATIONS
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Multifactor Authentic:

Why is MFA critical?

99.9%

of account compromise attacks can
be blocked by MFA'

tion (MFA) Best
Practices for Travelers CyberRisk Policyholders

What is MFA?

prior

of ransomware victims investigated

E - did not use MFA*
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CHANGES FOR GOVERNMENT CONTRACTS

« In one of the biggest compliance shake- .
ups in a decade, the Department of
Defense(DoD) has replaced its self-
assessment model with one of the most
stringent cybersecurity frameworks ever
devised: the Cybersecurity Maturation
Model Certification(CMMC)

Although currently unsubstantiated, there have
already been rumors that — if successful —
CMMC could be expanded to cover all
government contracts in the future.
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Anyone who wants to do business with
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GOVERNMENT SUGGESTED ACTION

SMART CYBER HABITS
During this i

© KEEPCALM&PATCHON © BACKING UPISYOURBESTBET € SUSPECT DECEIT? HIT DELETE
Patching is essential 1 an ema looks suspicious,

Ris ritical
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GOVERNMENT SUGGESTED ACTION

© ALWAYS AUTHENTICATE
Implement multifactor
authentication (MFA)

© PREPARE & PRACTICE
YOURPLAN

© YOURDATAWILL BE FINE
IF IT'S STORED OFFLINE

© SECURE o
MESSAGE BLOCK (SMB)

DOESNT
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QUESTIONS?
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For More Information:

* www.StratixSystems.com

+ E-mail: sgriffith@stratixsystems.com
Shelby Griffith
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